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Verimatrix Looks to MPEG-DASH,  
UltraViolet to Support Interoperability 
Across Video Distribution Platforms
By Steve ChriStian,  
viCe PreSident of Marketing, veriMatrix

Introduction

W
hile the inter-
net has yet to 
become an ideal 
medium for dis-
tributing premi-
um content, the 

good news is there’s much more to 
come from technology advances 
that have already gone a long way 
toward enabling secure, efficient 
delivery of high-quality entertain-
ment to devices of all descriptions.

in fact, these advances promise 
not only much better performance 
for unmanaged over-the-top (ott) 
content; they will also streamline 
efforts of service providers that are 
developing hybrid managed ser-
vices where ip-based content is a 
critical component of multi-device 
service strategies.

one key development along 
these lines is progress toward a 
unifying standard for adaptive 
streaming under the auspices of 
the international organization for 
Standards’ Moving picture experts 
group (iSo-Mpeg). the Mpeg 
dynamic adaptive Streaming over 
http (daSh) working group has 
proposed a solution that does 

away with maintaining separate 
manifest formats for the two most 
prominent streaming platforms 
on the Web – apple’s http live 
Streaming (hlS) and Microsoft’s 
Smooth Streaming. 

at the same time, hollywood 
studios through their electronic 
sell-through initiatives, including 
most notably the digital entertain-
ment content ecosystem’s (dece) 
UltraViolet platform, have created 
mechanisms essential to a more 
interoperable and consumer-friend-
ly online content marketplace. 
along with equipping UltraViolet 
to provide in-the-cloud support 
for single user accounts, dece has 
specified a common file format for 
all UltraViolet content together with 
rigorous certification procedures to 
enable the supply of content pro-
tection from multiple vendors. 

Verimatrix, by virtue of long 
engagement with dece and other 
industry initiatives related to daSh, 
anticipated the need for more effi-
cient, state-of-the-art approaches 
management of content protec-
tion. consequently, content dis-
tributors of every description can 
implement the company’s rigorous 
multi-network and multi-device 
protection mechanisms with full 
confidence that they will be able to 
track these new developments in 

adaptive streaming and electronic 
sell-through.

The Demand Push Behind 
Multi-Device Services

Whether operating in the pure 
ott domain or through managed 
fixed and mobile networks, suppli-
ers of premium content must be 
able to accommodate surging lev-
els of entertainment consumption 
on ever more ip-connected devices, 
including tVs, tablets and smart-
phones as well as pcs. researchers 
tracking these trends make clear 
the market is already big enough to 
merit aggressive responses to these 
new viewing trends. 

for example, nielsen in its lat-
est report on smartphone usage 
said penetration of the devices in 
the U.S. jumped from 23 percent 
of the market in the last quarter 
of 2009 to 31 percent in Q4 2010, 
representing a 35 percent increase. 
With the number of video viewers 
rising by 41 percent to 24.7 million 
over that timeframe, users were 
spending an average of 4.2 hours 
per month consuming video at the 
end of 2010, nielsen said.

consumer purchases of media 
tablets, where video consump-
tion is a given for all users, took off 
with the ipad in 2010, which was 
responsible for the lion’s share of 
17 million units sold worldwide, 
according to idc. the research firm 
predicts 45 million media tablets 
will be sold this year, rising to 71 
million in 2012, 87 million in 2013 
and 116 million in 2014.

as for connected tVs, the latest 
Quarterly TV Design and Features 
Report from market research firm 
displaySearch says that nearly 20 
percent of all tVs shipped in 2010, 
totaling close to 40 million world-
wide, featured connected tV capa-
bilities. the firm says the number 
will jump to more than 60 million 
this year and will hit 114 million in 
2014, representing a 30 percent 
compound annual growth rate 
between 2010 and 2014.

factoring in all internet-
connectable tV devices, including 
game consoles, Blu-ray players and 
digital video players from roku, 
apple tV and others, another 
research firm, parks associates, 
predicts sales will reach nearly 315 
million units by 2015. Shipments of 
such devices totaled about 78 mil-
lion in 2010, the firm says.

content owners and aggregators 
seeking to reach consumers directly 
over the internet must be able to 
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deliver premium assets to all these 
devices if they are to realize the full 
potential of their business models. 
network service providers will have 
to give consumers access to sub-
scription services on ip-connected 
devices if they are to remain compet-
itive. and many providers recognize 
they must also add a component of 
ott content to their branded multi-
device services to keep subscribers 
tuned to their subscription service 
navigation systems.

the challenge for all concerned 
is to find ways to support the qual-
ity of experience and high levels 
of protection that will allow them 
to deliver premium content to 
all connected devices. Moreover, 
they must be able to fulfill these 
requirements cost effectively with 
minimal operational hassles 

The Benefits of Adaptive 
Rate Streaming

When it comes to delivering 
long-form video over the internet 
and bandwidth-constrained access 
links, one of the great tools invent-
ed to compensate for bandwidth 
fluctuations and other disruptions 
is adaptive rate streaming (arS). 
arS dynamically adjusts bit rates 
to changing network and device 
conditions so that content is deliv-
ered at the highest level of quality 
that can be sustained at any given 
time without dropping frames or 
interrupting the flow for buffering. 

thus, for example, for streams 
targeted to hd sets, arS bit rates 
might support an optimum reso-
lution of 1080p when conditions 
allow and then drop down to rates 
suited to lower resolutions such 
as 780p when conditions would 
cause the stream to stop and 
buffer if the higher bit rates were 
maintained. different ranges of bit 
rates can be set for different ranges 
of resolution, depending on the 
screen sizes of targeted devices.

arS is a device-driven “state-
less” technology, which means the 
arS system must match the arS 
mode that is supported by the cli-
ent software running on any given 
device. at the initiation of a video 
streaming session by any user on 
any device, the device is presented 

live manifest files that define each 
of the available bit rate profiles for 
the chosen content. the device 
signals which profile should be 
streamed based on what the avail-
able access data rate is on the net-
work and how much processing 
power is available on the device to 
handle the video stream. 

to accommodate fluctuations 
in network bandwidth and other 
conditions, the arS servers rely on 
feedback from the device to con-
tinually update the bit-rate profile 
throughout the session. every few 
seconds another file segment or 
“chunk” is sent to the device at the 
requested bit rate.

the two most commonly 
used arS modes, apple’s hlS and 
Microsoft’s Smooth Streaming, 
have much in common. they both 
rely on h.264 encoding to set the 
bit rates. and they employ http 
(hypertext transfer protocol), the 
streaming protocol that supports 
the sequence of client request and 
server response transactions that 
are the foundation to communica-
tions on the World Wide Web.

But they are incompatible 
because they employ different 
transport container formats. hlS 
uses the Mpeg-transport Stream 
format while Smooth Streaming 
uses the fragmented Mp4 file 
format for its chunks. the differ-
ences in container file sizes impose 
different time sequences on the 
client-server communications of 
the respective arS systems.

The DASH Initiative
if these differences could be 

resolved, the fact that h.264 has 
emerged as the dominant codec 
by far in ip video communications 
would make it possible to fashion 
an arS standard that would easily 
fit into the existing video stream-
ing ecosystem. this is precisely 
what the Mpeg daSh working 
group is attempting to do.

in october 2010, the daSh 
platform achieved committee draft 
status with expectations that it will 
reach final draft international Stan-
dard status by July 2011. the core of 
the draft is closely aligned with the 
mobile industry’s 3gpp adaptive 
http Streaming (ahS) specification. 

ahS, adopted by 3gpp in March 
2010, relies on the iSo Base Media 
file format iSo/iec 14496-12, 
the basis for the Mp4 container, 
to create a uniform approach to 
streaming video and audio con-
tent to mobile devices. daSh has 
expanded on ahS (now commonly 
referred to as 3gp-daSh) to create 
the means by which clients can 
order arS segments from servers 
that use either Mp4 encapsulation 
or Mpeg-tS.

this functionality is accom-
plished through a server-to-client 
communications mode that deliv-
ers a structured collection of data 
in a format known as the Media 
presentation description to define 
various segments within the 
stream, each of which is associated 
with a uniquely referenced http 
Url. altogether these segments 
describe how a daSh client can 
use the information to establish a 
streaming service for the user.

thus, daSh has been struc-
tured to not only provide the 
means by which the daSh client 
can order chunks in Mp4 or Mpeg-
tS mode, but to open standard-
ized means of accessing many 
other functionalities as well. these 
include support for live streaming 
as well as progressive download 
of on-demand content; fast initial 
startup and seeking; enhanced 
trick modes and random access 
capabilities; dual streams for 
stereoscopic 3d presentations; 
Multi-view Video coding used in 
Blu-ray 3d displays, and dynamic 
implementation of diverse protec-
tion schemes.

the platform is designed to 
work with any http 1.1-compliant 
server and to support distribution 
through regular Web infrastruc-
tures such as http-based cdns. 
this is critical to scaling a com-
mon streaming mode to a mass 
consumer base through use of the 
embedded base of server farms 
associated with cdns worldwide. 

Support for DASH
the fact that Microsoft and 

apple have joined a global lineup 
of major firms to bring coherence 
to adaptive streaming represents 
a major step forward in the evolu-

tion of ip-based distribution of 
premium content. in a recent blog, 
christian kaiser, vice president of 
engineering at netflix, extolled 
the progress on daSh, saying it 
has addressed most of the major 
points required to facilitate a 
standardized approach to video 
streaming in conjunction with use 
of the video playback facility in 
htMl5, the new multi-media opti-
mized version of the Web’s hyper-
text Markup language.

“Since htMl5 includes a facil-
ity to embed video playback 
(the <video> tag), it seems like a 
natural next step for us to use it for 
streaming video playback within 
our htMl5-based user interfaces,” 
kaiser said. “however, as of today, 
there is no accepted standard for 
advanced streaming through the 
<video> tag.”

he said such a standard should 
define acceptable a/V container for-
mats; audio and video codecs; the 
streaming protocol to be used (such 
as http); how the streaming proto-
col adapts to available bandwidth; 
a way of conveying information 
about available streams and other 
parameters to the streaming player 
module, and a way of exposing 
these functionalities into htMl5. 
netflix has resolved all but the last 
of these requirements with its own 
proprietary technology, he noted.

if netflix could replace its 
proprietary solution with a stan-
dardized arS platform that met 
all these conditions, the company 
and “any other video streaming 
service could deliver to a standard 
browser as a pure htMl5 web 
application, both on computers 
and in ce devices with embedded 
browsers,” kaiser said. “consumers 
would benefit by having a growing 
number of continually evolving 
choices available on their devices, 
just like how the web works today 
for other types of services.”

in kaiser’s view daSh provides 
a solution that would meet all his 
criteria, with the exception of the 
last one pertaining to having a 
way of tying the standard into the 
htMl5 <video> tag. he said netflix 
is engaging with the community to 
help achieve this integration.

kaiser noted that netflix 

Market Intelligence >> Video Distribution>>

2 >> ScreenPlays > To subscribe go to www.screenplaysmag.com



Multi-protection mode flexibility via Verimatrix VCAS

May 2011 > ScreenPlays >> 3

intends by early next year to pub-
lish a limited subset of the Mpeg 
daSh standard, which will refine 
the requirements for premium 
on-demand streaming services. 
critically, he noted, the netflix pro-
file “will take advantage of hooks 
included in the daSh standard to 
integrate the drM technologies 
that we need to fulfill our contrac-
tual obligations to the content 
providers, thus covering the sixth 
item [conveying parameters to the 
player] on our list.”

the fact that daSh creates a 
way to readily communicate to 
devices what the specific drM 
parameters are for a given piece of 
content overcomes a major barrier 
to scaling availability of premium 
content cost effectively. today, a 
content supplier who wants to 
provide a greater level of security 
than is supported on any given arS 
platform must take specific steps to 
secure each targeted device with 
the appropriate drM client. daSh 
will allow any daSh-compliant 
drM to be implemented automati-
cally with no need for intervention 
by the content supplier.

Challenges to DASH
needless to say, daSh will 

not immediately eliminate all the 
chaos surrounding competing arS 
platform with their variations in 
codecs, drMs and streaming pro-
files. notably, it remain to be seen 
how adobe will adjust to the new 
standard, although the firm’s move 
away from sole reliance on proprie-
tary compression with its embrace 
of h.264 on flash 9 and 10 and 
its implementation of an http-
based arS system on flash 10.1 
points to a more open approach 
in the future. Most recently adobe 
indicated it is preparing to provide 
means by which broadcasters who 
publish video in flash can deliver 
that video to hlS-equipped devic-
es, including the iphone and ipad.

another development moving 
against the tide of arS standard-
ization is google’s WebM initiative, 
which aims to provide what it says 
is an open-source alternative to 
h.264 without relying on http 
streaming. google says its chrome 
browser will abandon support for 

h.264 in favor of WebM, although 
its Youtube videos continue to 
use h.264-based flash as well as 
older Vp2 compression in videos 
based on pre-9.0 versions of flash. 
Suppliers of the foxfire and opera 
browsers, which have never used 
h.264, will go to WebM in their 
latest versions.

WebM uses the Vp8 video 
compression format developed as 
a successor to Vp2 by on2, which 
google acquired in 2010. it uses 
the Vorbis codec for audio, which 
comes out of an open source proj-
ect headed by the Xiph org foun-
dation. the transport container 
used by WebM is based on the 
Matroska Multimedia container, 
the product of another open-
source initiative. 

rather than relying on the 
chunk-based process used by arS, 
WebM employs proprietary tech-
niques in conjunction with variable 
bit-rate encoding to effect rate 
fluctuations within a continuous 
stream. describing WebM as an 
“untried technology,” Ben Schwartz, 
cto of innovation consulting, in a 
white paper produced by harmon-
ic, inc. and Verimatrix, questioned 
the practicality of the variable bit 

rate (VBr) alternative to arS. “it is 
much harder to benefit from cach-
ing with this approach, and head-
end scalability might become an 
area of concern,” Schwartz said.

at this nascent stage, it is hard 
to say how much traction WebM 
will gain or even whether it will 
prove to be as royalty-free as 
google would like. in february, 
Mpeg-la, which manages the 
h.264 patent pool, issued a call 
for patents related to Vp8 in what 
appeared to be preparations for 
an assessment as to what royalties 
might be due from users of Vp8. 

Microsoft, while not opposed to 
WebM, indicated it wants to know 
how google will provide protec-
tion to WebM users against patent 
claims before it whole-heartedly 
embraces WebM in its internet 
explorer browser. While internet 
explorer 9 users who install third-
party WebM video support on 
their Windows operating systems 
will be able to play WebM video in 
ie9, ie9 will otherwise play htMl5 
video in the h.264 format, because 
h.264 “is a high-quality and widely 
used video format that serves the 
Web very well today,” said dean 
hachamovitch, Microsoft’s corpo-

rate vice president for ie.
Writing in a blog posted in 

february, hachamovitch cited 
Microsoft’s experiences with pre-
vious efforts to offer its Window 
Media Video (WMV) compression 
technology (later standardized 
by the Scte as Vc-1) on an open-
source basis as a strong reason to 
doubt that patent infringement 
claims won’t be made against Vp8. 
“asserting openness is not a legal 
defense,” hachamovitch said.

“the risk question is a legitimate 
business concern,” he continued. 
“there are hundreds if not thou-
sands of patents worldwide that 
read on video formats and codec 
technologies. our experience with 
trying to release WMV for free and 
open use, and the subsequent 
claims against Microsoft, support 
this history as do the cases against 
Jpeg, gif, and other formats.”

Microsoft offered to work with 
google to resolve the risk issues. 
“Microsoft is willing to commit that 
we will never assert any patents on 
Vp8 if google will make a commit-
ment to indemnify us and all other 
developers and customers who 
use Vp8 in the future,” hachamov-
itch said. “We would only ask that 



we be able to use those patent 
rights if we are sued first by some-
body else. if google would prefer 
a patent pool approach, then we 
would also agree to join a patent 
pool for Vp8 on reasonable licens-
ing terms so long as google joins 
the pool and is able to include all 
other major providers of playback 
software and devices.”

clearly, with wide support and 
the blessing of apple and Microsoft, 
daSh is by far the best hope for cre-
ating an arS template that content 
distributors worldwide can rely on 
to ease the pain of providing premi-
um content with acceptable quality 
of experience across all networks 
and a broader range of device 
types. as daSh comes into com-
mercial use, distributors employing 
advanced protection mechanisms 
provided by Verimatrix will be able 
to upgrade their distribution net-
works for content delivered to any 
daSh compatible client.

UltraViolet
another major force for simpli-

fying ip-based content distribution 
is UltraViolet, the electronic sell-
through platform developed by 
the digital entertainment content 
ecosystem (dece). the consortium 
of more than 60 companies is 
driven by major studios, including 
Sony pictures entertainment, fox, 
lionsgate, nBc Universal, para-
mount, and Warner Bros. Many of 
the powerhouses in media distribu-
tion, retailing and technology are 
also involved with dece, including 
adobe, Best Buy, Bt, cablelabs, 
cisco, comcast, cox communica-
tions, hp, huawei, iBM, intel, lg 
electronics, liberty global, Micro-
soft, Motorola, netflix, neustar, 
nokia, panasonic, philips, Samsung 
electronics, thomson and toshiba.

once the UltraViolet ecosystem 
is operational, which is scheduled 
to happen this summer, consumers 
will be able to create a cloud-based 
account with digital rights locker 
via one of many UltraViolet service 
providers or through the UltraVio-
let website. they will then be able 
to access and manage all of their 
UltraViolet entertainment for use 
on all their devices, regardless of 
where the content was purchased. 

the UltraViolet digital rights 
locker serves as the hub for this 
new marketplace. the authentica-
tion service and account manage-
ment system allows consumers 
to access content from multiple 
registered devices over multiple 
service outlets operating on broad-
band and mobile networks. dece 
will provide an open api (applica-
tion programming interface) that 
allows any Web-enabled storefront, 
service or device to integrate 
access to the digital rights locker 
into its own consumer offering.

to the extent UltraViolet 
eventually scales to mass usage, 
the platform will drive uniform 
approaches to file formatting and 
drM that could become a force for 
standard practices across the entire 
ip video ecosystem. the UltraVio-
let common file format can be 
licensed by any participating com-
pany to create a consumer offering 
that will play on any service or 
device built to dece specifications. 
content providers will be able to 
encode and encrypt one file type 
in portable, standard and high 
definition modes with assurance 
their files can be accessed by con-
sumers from home storage or the 
cloud from any registered device.

By mandating a common 
encryption format and setting rig-
orous requirements for certifying 
drMs for use in UltraViolet, dece is 
taking the guesswork out of drM 
selection by content distributors 
and greatly simplifying their ability 
to accommodate multiple drMs. 
Because the file format establishes 
where in the file sequence vari-
ous drM functionalities must be 
implemented, the cloud-based and 
local storage systems are able to 
implement whatever UltraViolet-
certified drM is appropriate to a 
given piece of content.

dece has gone a step further 
toward streamlining content protec-
tion by embracing Marlin as one of 
the approved drM systems – one of 
the true multi-vendor drM systems 
in the marketplace today, and also 
security standard at the heart of the 
open iptV forum’s open standards 
efforts. Marlin, originated by pana-
sonic, philips, Samsung electronics, 
Sony and intertrust technologies, 

establishes sophisticated, uniform 
processes for managing rights on 
devices in a way that can be inte-
grated into a flexible commercial 
revenue security offering, such 
as the Verimatrix Video content 
authority (VcaS) 3 platform. 

Marlin, which is gaining traction 
in many parts of the world, was 
recently selected by the U.k. You-
View initiative (previously known 
as project canvas) as the common 
protection model for all content dis-
tributed through the group’s new 
YouView video store. YouView will 
aggregate and deliver catch-up and 
on-demand content from the BBc, 
channel five, itV, channel 4, Bt, 
arqiva and talktalk to set-top box 
devices from a range of ce vendors.

critically, there’s a direct tie-in 
between Marlin and daSh insofar 
as daSh has drawn heavily on 
the work of the open iptV forum. 
thus the fact that Marlin is intrinsi-
cally compatible with daSh serves 
as another step forward in the 
content industry’s efforts to over-
come encumbrances to efficient 
operations resulting from drM 
incompatibilities.

The Verimatrix Approach  
To Interoperability

in keeping with its commitment 
to simplifying implementation of 
premium content protection in the 
multi-device environment, Veri-
matrix is the first drM supplier to 
choose Marlin as its rights manage-
ment mode for operating on the 
UltraViolet platform. Verimatrix is 
able to modularize Marlin through 
its Multirights technology, a single 
content authority and entitlement 
process employing a set of interfac-
es and Web services apis to deliver 
licenses in whatever drM format 
the requesting user device requires.

as an early adopter of hlS 
and through its work with dece, 
the open iptV forum and other 
industry consortia, Verimatrix has 
been in the forefront of industry 
efforts to leverage standards cen-
tric technology to enable drM 
interoperability. the momentum 
of the hlS adaptive streaming 
format is itself a testament to the 
value of ecosystem cooperation 
and promotion in broadening a 

marketplace, and this energy will 
directly feed into the daSh initia-
tive as it matures. By contributing 
its expertise to these initiatives, 
the company has helped ensure 
that these emerging standards will 
attain early commercial viability in 
a market characterized in the past 
by incompatibilities and technol-
ogy differentiation in an intensely 
competitive environment.

in the process of bringing the 
hlS ecosystem together, Verimatrix 
has worked with a wide range of 
encoder vendors and many others 
in the value chain to ensure that 
their systems can readily support 
a more robust and extensible rev-
enue security platform for internet 
tV delivery. key to this is working 
seamlessly with emerging stan-
dards to create an interoperable 
drM environment. these partners 
include harmonic, envivio, inlet, 
allegro, rgB networks, Media 
excel, Wowza and many others. 

Conclusion
thanks to the work of all the 

entities participating in daSh, open 
iptV forum and dece and other 
industry forums, there is a much 
clearer prospect that service provid-
ers will be able to flexibly choose 
and implement drMs to maximum 
advantage without worrying about 
the costs and hassles of maintain-
ing support for multiple platforms. 
in the future the real measure for 
choosing security solutions will be 
focused on issues of performance, 
how they handle more complex 
business models, support for water-
marking and other tools and, most 
importantly, overall integration into 
the ecosystem necessary to imple-
ment a fully commercial multi-
network delivery system. 

Whatever options they may 
want to consider in the future, 
distributors who choose Verimatrix 
today to support multi-device 
premium service strategies can be 
assured they have adopted a pro-
tection system that is compatible 
with the new trends of interoper-
ability made possible by initiatives 
such as daSh and UltraViolet. 
there’s no better way to future 
proof an early-to-market multi-
device service strategy. ■<
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