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Irdeto Eliminates Security Barriers
To Premium Multi-Device Service
Irdeto ActiveCloak for Media Enables Service  
Providers and CE Manufacturers to Pursue  
Multi-Screen Strategies Using Dynamic Security
By Jan Steenkamp and  
ChriStopher SChouten 

W
ith consump-
tion of video 
over the Inter-
net surging to 
unprecedented 
levels, stake-

holders in content distribution 
recognize they have a significant 
opportunity to generate new rev-
enue if they can bring high-value 
movies and programming into 
the broadband video stream. 

For service providers espe-
cially, this is not just an opportu-
nity; it’s an imperative driven by 
their need to retain subscribers 
against the onslaught of over-
the-top (OTT) providers like 
Netflix, Amazon and Google. 
With the proliferation of per-
sonal devices connected to 
home networks and high-speed 
mobile networks, consumers 
are demanding easy access to 
premium content beyond the TV 
set without the encumbrances 
imposed by traditional TV dis-
tribution networks.

But for all stakeholders, 
moving to this next phase in 
the evolution of video services 
is a major challenge owing 
to the immense complexities 
associated with ensuring that 

all devices accessing premium 
content can provide the protec-
tion content owners demand 
for top-line assets. This is why 
most solutions available on the 
market today fall far short of 
what consumers want. 

Digital rights management 
(DRM) systems used for online 
distribution of lower-value 
standard definition content typi-
cally do not provide the added 
protections content owners 
require for viewing premium 
content on large-screen TVs, 
PCs and other devices. At the 
same time, proprietary security 
solutions that support delivery 
of premium content to a specific 
set of devices don’t meet the 
needs of distributors who want 
to maximize consumers’ content 
and device options. If, for exam-
ple, a service provider wants to 
stream a wide range of premium 
content to Apple iPad owners 
beyond what’s available through 
Apple iTunes, the operator must 
provide protection that extends 
outside the Apple domain.

In the domain of hardware 
security, content owners and 
service providers justifiably 
have great confidence in the 
robustness of protection pro-
vided by various types of smart 
cards, such as SIM, SD and 

SDMicro. But the protection 
provided by hardware security 
is only robust until the hardware 
providing the security is broken, 
which will inevitably happen, 
especially with security systems 
that are used with widely dis-
tributed premium content.   

The marketplace not only 
requires solutions that will 
overcome these barriers under 
current conditions. It requires 
solutions that can be scaled 
across a growing population 
of devices, users and content 
sources, as well as ensuring 
long-term protection of valu-
able digital assets throughout 
their economic lifecycle. 

Such solutions must be 
transparent and simple to end 
users, ensuring they do not have 
to adjust security settings to 
shift from one source of content 
to another. Solutions must be 
self-aware to the point of know-
ing when integrity has been 
compromised. They must be 
amenable to remote revisions 
and enhancements on already-
deployed devices in instances 
where security has been broken 
or new protection requirements 
have emerged. And they must 
be universally endorsed by con-
tent providers as meeting their 
most rigorous requirements so 
that service providers, aggrega-
tors and manufacturers who 
implement them can be assured 
access to the widest possible 
range of premium content.

In other words, what’s 

required is a dynamic security 
solution that delivers added 
protection to compensate for 
the vulnerabilities of what-
ever type of hardware- or 
software-based protection 
mechanism is used by a given 
content supplier or premium 
services distributor. 

The ActiveCloak  
For Media Solution

Irdeto’s Cloakware tech-
nology, now deployed on 
more than one billion devices 
worldwide, has long been the 
preferred market solution for 
ensuring robust implementa-
tions of traditional DRMs and 
providing added protection 
against hacking of hardware 
systems. The technology, which 
has been integrated with many 
widely deployed DRMs actively 
in over one billion applica-
tions today, works in both 
proprietary and standardized 
protection environments to fill 
all the security gaps. It secures 
encryption keys, protects 
authentication and other data 
vital to delivering premium 
content and eliminates the 
vulnerabilities that occur with 
open exposure of decrypted 
content within devices or as 
content is bridged across net-
works and devices from one 
protection and encoding envi-
ronment to the next. 

Now Irdeto has put Cloak-
ware to use in a new platform, 
ActiveCloak for Media, that’s 
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been designed specifically for 
mass market IP-based distribu-
tion of top-tier content, includ-
ing cable/satellite TV program-
ming, broadcast TV and motion 
pictures, in much earlier release 
windows than existing solutions 
allow. ActiveCloak for Media 
provides content distributors of 
every description the applica-
tion framework, and ongoing 
services they need to scale and 
enhance the ironclad protection 
mechanisms of Irdeto’s Cloak-
ware technology to meet the 
ever-changing security require-
ments of an expanding device 
ecosystem and a growing 
population of premium content 
services. Critically, it supports 
these capabilities on deployed 
devices while always assuring a 
hassle-free user experience.

The solution also includes 
global security services that 
provide customers assurance 
of rapid recovery from security 
breaches whenever and wher-
ever they occur. These services 
include a global piracy moni-
toring network where potential 
threats are picked up from 
Internet chatter and other sourc-
es and acted on before they do 
damage. At the same time the 
services entail ongoing coop-
eration with service providers 
in the development, testing and 
deployment of new counter-
measures to ensure these inno-
vations can be quickly imple-
mented when necessary.

Addressing All the  
Leading Use Cases

ActiveCloak for Media 
supports successful execution 
across all three areas of strategic 
development where IP technol-
ogy is being used to drive new 
revenues and higher consumer 
satisfaction through multi-device 
access to premium content. 
These include: enabling access 
to DVR-stored content from PCs 
and other devices in the home; 
extending the usefulness of set-
tops, connected TVs, tablets and 
other devices as platforms for 
accessing premium content from 
as many broadband sources as 

possible, and supporting new 
multi-screen service models 
where broadband-based pre-
mium content can readily be 
delivered in live and on-demand 
modes to subscribers no matter 
where they are or what device 
they’re using.   

There are unique issues associ-
ated with inadequate content pro-
tection in each of these scenarios. 

Multi-Device Access  
To DVR Content

Many service providers want 
to immediately expand the 
appeal of their DVR 

services, especially as they 
move to IP-based multi-room 
DVR, by making stored content 
available to desktop and laptop 
computers and, eventually, tab-
lets and even smartphones. A 
starting point in this scenario 
is to use the link protection 
afforded by DTCP-IP (Digital 
Transmission Content Protec-
tion over IP), the DLNA (Digi-
tal Living Network Alliance) 
–mandated and CableLabs-
approved mechanism for pro-
tecting premium content dis-
tributed over home networks.

But while DTCP-IP provides 
link protection for secure trans-
fer of content over the home 
network it does not address the 
protection needs that are unique 
to each connected device. The 
PC environment is especially 
vulnerable to theft because it 
is designed as an open plat-
form for installing applica-
tions, including tools that may 
be used to tamper with and 
reverse-engineer the system. 
Indeed, Irdeto has identified up 
to nine different points of attack 
where content could be extract-
ed in pure digital form. 

At the PC, all the process-
ing must be secured from 
intrusions, including decryp-
tion, demultiplexing, decoding 
and the in-the-clear-handoff 
to secure drivers. The player 
software that allows the PC to 
decrypt the content and inter-
pret the policy instructions of 
the DRM must be secured as 
well. Irdeto’s Cloakware tech-

nology applies distortions to 
decrypted video and audio so 
that it remains obfuscated and 
undecipherable until played 
back. Thus, the PC becomes a 
fully protected HD premium 
playback device when the PC 
player software is hardened 
with Cloakware technology. 

It’s also important to note 
that in instances where content 
stored in the DVR is protected 
by traditional conditional access 
(CA) systems, distribution to 
other devices requires replace-
ment of the CA mechanisms 
with DRM protection. Thus 
there is an in-the-clear vulner-
ability that must be addressed 
in the decrypting and re-
encrypting processes that take 
place in the handoff between 
the DVR and the link protection 
system. Irdeto’s ActiveCloak 
for Media solution, because it 
has been integrated with all the 
standardized DRMs and many 
proprietary ones as well, can 
secure virtually any in-home 
bridging requirement.

Beyond the computer, the 
migration to multi-device 
connectivity in the home will 
accelerate as operators imple-
ment IP-based multi-room 
DVR service in conjunction 
with hybrid home gateways that 
translate legacy digital content 
to IP for transmission to low-
cost IP set-tops throughout the 
home. ActiveCloak for Media 
provides a highly flexible solu-
tion that can be adapted to spe-
cific protection requirements as 
more devices are given access 
to premium content over the 
home network connection to 
the gateway.

Enabling Device Access to  
Premium Web Content

For manufacturers, expand-
ing consumers’ access to pre-
mium online content is vital 
to strengthening their OTT 
marketing strategies as a way 
to build demand for set-tops, 
game consoles and connected 
TV sets. By and large, the 
appeal of the OTT strategy has 
been limited by manufacturers’ 

lack of flexibility to accom-
modate the varied security 
requirements of high-value 
content suppliers. 

Implementing DRM on a 
device is not a simple matter 
of installing an out-of-the-
box software component in 
the manufacturing process. 
Decisions must be made 
regarding how keys are hid-
den on the device, how tam-
per resistance is going to be 
implemented, how DRM code 
is going to be obfuscated and 
much else in order to satisfy 
robustness compliance rules 
of content suppliers.

Beyond hardening the DRM, 
the manufacturer must meet 
additional security require-
ments associated with each pre-
mium content supplier’s mode 
of operation. Each supplier has 
an authentication system and 
means of providing and stor-
ing metadata on the device that 
is not protected by the DRM. 
Protection against hacking of 
subscriber information is as 
important as protecting against 
theft of content. Further com-
plicating matters, each manu-
facturer must provide security 
that addresses vulnerabilities 
that are unique to its own pro-
prietary hardware architecture. 

Designing a security system 
that addresses all the require-
ments for each premium sup-
plier in the context of protect-
ing against all vulnerabilities of 
in-the-clear exposure within a 
given device architecture would 
require more investment and 
effort than most manufactur-
ers can justify from an ROI 
perspective. Yet having such 
protection is vital to building a 
content environment that will 
drive device sales.

This is why manufacturers 
and high-value content aggrega-
tors are turning to the Active-
Cloak for Media solution for 
support in this crucial area. For 
example, Logitech has chosen 
the solution as the means of 
providing a protection layer on 
its new Revue set-top termi-
nals. Irdeto enables Logitech to 
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tune the ActiveCloak agent to 
meet whatever unique security 
requirements might be set by a 
given premium content supplier 
while ensuring that all points 
of vulnerability unique to the 
Revue architecture are fully pro-
tected. ActiveCloak for Media 
allows such adjustments to be 
made on already-deployed as 
well as new set-tops, resulting in 
quick exposure of new program-
ming options to end users.

Multi-Screen Premium Services
While traditional subscrip-

tion TV service providers are 
well positioned to continue 
supplying premium digital 
TV content over their legacy 
infrastructures, they recognize 
they must also begin deliver-
ing premium content, including 
live broadcast as well as on 
demand, in IP mode if they are 
to satisfy consumer demand 
for access to entertainment ser-
vices beyond the TV. 

The success of tablets and 
smartphones as video entertain-
ment platforms in their own 
right has lent new urgency to this 
agenda. But each manufacturer’s 
set of devices comes equipped 
with proprietary content protec-
tion, such as Apple FairPlay, 
Microsoft PlayReady, Adobe 
Flash Access or Open Mobile 
Alliance (OMA) DRM v2 secu-
rity, that only supports access to 
premium content from compat-
ible aggregation platforms. 

Therefore service providers 
must add protection mechanisms 
on those devices to meet the 
security requirements of their 
own subscription content as well 
as the requirements of premium 
content from sources not com-
patible with the device DRM. 
This is best done independently 
without turning to one of these 
ecosystem security suppliers for 
the required protection enhance-
ments, because service providers 
want to deliver the broadest pos-
sible OTT experience, thereby 
providing a branded service 
combining OTT and subscrip-
tion TV that goes well beyond 
what non-subscribers can obtain.

Such capabilities require 
bridging protection between 
content-related DRMs and their 
associated file requirements and 
the DRMs resident on different 
devices. For example, the codec 
associated with the content 
stream might be different from 
any of the codecs supported by 
the devices H/W, thus transcod-
ing is required to make efficient 
use of the device. Because this 
processing must be done on 
unencrypted content, the pro-
cess must be secured to ensure 
that the content cannot be inter-
cepted and stored or exported. 

Similarly, the transition from 
one DRM to another requires 
mapping of rights to the resi-
dent DRM. This local modifica-
tion of rights set by the licens-
ing authority must be fully 
protected. Licensers will not 
tolerate an environment where 
a “copy never” policy could be 
changed to “copy freely.”

It’s also important to note 
that whatever protection 
schemes are embedded in a 
given device, the manufac-
turer cannot be expected to be 
responsive to future hacks or 
exposures of unanticipated vul-
nerabilities that might one day 
render the device unacceptable 
to premium content providers. 
In such instances, the service 
provider will want to be able to 
preserve the user experience by 
making adjustments in protec-
tion to overcome the compro-
mise of device integrity.

ActiveCloak for Media pro-
vides operators the control they 
need to avoid being trapped in 
any one ecosystem by afford-
ing them bridging protection 
that meets the rigorous require-
ments of licensing authorities. 
Because the solution has been 
integrated with the DRMs used 
by these various ecosystems, 
operators can remain DRM 
agnostic and therefore enable 
subscriber access to the broad-
est possible set of online con-
tent options, including their 
own premium subscription 
content. And they can sustain 
the usability of all devices by 

remotely retuning ActiveCloak 
for Media protection to over-
come security encroachments.

ActiveCloak Technology
There are three components 

to ActiveCloak for Media – the 
server, the media agent or cli-

ent and the ActiveCloak Secu-
rity Lifecycle Service. 

The Server
The ActiveCloak server 

(see Figure 1, page 3) supports 
flexible applications of Irdeto’s 
Cloakware from the content 

Figure 1

if an applications developer wants to provide the security 
required, say, for supporting a premium tV service in a particu-
lar aggregation environment for a particular type of device, the 
developer embeds cloakware technology in the application so 
that when the application is deployed, the cloakware module 
will send out a call to the activecloak server to be individual-
ized for the targeted hardware. the server downloads the key 
material specific to that hardware, creating a root of trust in the 
device that will provide far more security for that application 
than would otherwise be possible.

the server also monitors the ongoing integrity of clients and 
applies countermeasures or replacements of key material as 
required. these protections are independent of and agnostic 
to whatever drM  is in use on a given device. activecloak takes 
advantage of whatever hardware security is available on a given 
device taking advantage of these capabilities without affecting 
the application developer.

Agent Generation

Resource Protection

Individualization

Irdeto
ActiveCloak Server

OTT Operator

Premium Digital Asset

Broadcast Operator

ActiveCloak Server 



delivery as well as the previ-
ously discussed access side of 
the ecosystem. 

The Media Agent
The ActiveCloak media 

agent (see Figure 2) is 
implemented from a soft-
ware development kit that 
supports customization of 
the Cloakware protection 
regime to the requirements 
of each device.

Security Lifecycle Service
The service component of 

ActiveCloak for Media (see 
Figure 3, page 5) provides 

an ecosystem of cooperative 
engagement over time so that 
no customer is left to fend 
for themselves in an increas-
ingly hacker intensive Inter-
net environment. 

Conclusion
The emergence of con-

sumer demand for access to 
video entertainment from 
any device wherever they are 
has dramatically changed the 
requirements for success in 
the premium content arena. 
Content distributors of every 
description are crowding into 
the market in hopes of capi-

talizing on the opportunity to 
meet this demand. Traditional 
service providers, consumer 
electronics manufacturers 
and online content aggrega-
tors all have in common the 
need to differentiate their 
offers by moving the bound-
aries on premium content. 

Those who manage to 
bring live as well as on-
demand content to end users 
in high resolution and early 
distribution windows will win 
over those who don’t. Over-
coming the security barriers 
to gaining the competitive 
edge in this fast-evolving 

market is thus vital to the suc-
cess of any player seeking to 
stay the course in the online 
video arena.

Cloakware, during a 
decade of operations and 
with protection operating 
on over one billion devices 
worldwide, has established 
its place as the supplier 
of ironclad protection that 
goes beyond the traditional 
capabilities of CA and DRM 
systems. Cloakware’s eco-
system partnerships, includ-
ing Hollywood studios and 
Tier 1 service providers, 
provide a sound foundation 
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the client can be tailored to provide protection against the 
in-the-clear vulnerabilities unique to each device, to address the 
security requirements of a particular drM and to provide the addi-
tional security mechanisms to protect a given content supplier’s 
metadata and authentication information. the client also supports 
a secure program loading mechanism whereby replacement of 
applications is impossible without appropriate encryption and 
signing keys.

in addition, a vital aspect to the client’s functionality is the 
“white-box” protection it provides against hackers’ ability to gain 
access to encryption keys. aeS (advanced encryption Standard) 
has been extremely successful against efforts to decode its algo-
rithms. But hackers have devised means of discovering encryption 
keys without decoding them by using logic analyzers to read elec-
tronic wave or power consumption patterns. cloakware defeats 

this type of attack with a variety of techniques, including insertion 
of random code directly into the content stream itself so that a 
stolen encryption key is rendered useless. 

the client is able to react to hacker encroachments, detecting 
direct attacks as well as whether a particular application is run-
ning on an unauthorized device. any effort to tamper directly 
with irdeto cloakware-protected code causes the software itself 
to respond in a predetermined way or causes the software to stop 
working, making theft virtually impossible. 

Moreover, by using software diversity, the protection mecha-
nism applied to the code and the code itself can be different on 
different clusters of devices and changed regularly via downloads.  
Should security breaches ever occur, they are isolated to a subset 
of devices and eliminated before they cause serious damage 
across large service areas.  
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Figure 2
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for ongoing cooperation in 
development of whatever 
solutions the market needs 
and assurance to new part-
ners that they will be deploy-
ing security that has won 
the support of the industry’s 
leading content suppliers and 
distributors. 

The future-proofing capa-
bilities of Irdeto’s software-
based security have been 
demonstrated repeatedly by 
these partners on hardware- 
and software-based protec-
tion systems alike. These 
Cloakware users have been 
able to respond to technol-
ogy advances and changing 
security needs by diversify-
ing encryption modes across 
different service areas and 
by delivering new layers of 
protection to devices already 
on retail shelves and in 
users’ hands. This ability to 
continually adjust to security 
requirements without any 
disruption to the user experi-
ence is essential to service 
providers as they seek to 
maintain the protection and 
quality-of-experience stan-
dards of subscription servic-
es in the multi-device service 
environment. Indeed, this is 
why Tier 1 customers con-
tinue to rely on Cloakware 
protection after many years 
of engagement.  

The growing coterie of 
Irdeto clientele who are 
putting ActiveCloak for 
Media to work understand 
they don’t have to wait to 
exploit the premium content 
advantage. Content owners 
have made clear they are 
willing to release their most 
valuable assets into online 
distribution if the security 
mechanisms are in place to 
support monetization. Their 
endorsement of ActiveCloak 
for Media as a platform that 
provides them this assurance 
is moving the market. The 
opportunity to differenti-
ate and succeed is open to 
any content distributor who 
moves with them. ■<

Figure 3

one of the keys to proactive prevention is the ability to monitor hacker chatter on the Web. the 
activecloak service combines automated tools with feedback from team members worldwide to 
analyze patterns and isolate instances of real threats that require expert attention. 

these early warnings help set in motion countermeasures that can be implemented through 
security updates over the activecloak architecture. the ability to quickly activate such measures 
is further enhanced by ongoing engagement with service providers the world over to ensure that 
the methods of implementing new solutions are precisely tuned to market requirements.

one consequence of maintaining the activecloak service is to discourage hackers from 
wasting their time on trying to break 
into irdeto activecloak-protected 
services in the first place. providing 
assurance that they will be immedi-
ately thwarted even if they succeed is 
a great deterrent.

Dynamic security to enable the business model 
for the economic lifecycle of the digital asset
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